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1	Decision/action requested
Provide more information to have a new study on R19 UAS security. 
2	References
[1]	SP-231801 Study on Phase 3 for UAS, UAV and UAM
[2]	3GPP TR23700-59 Study on architecture enhancements of UAS, UAV and UAM; Phase 3
3	Rationale
[bookmark: _Hlk148361252]3.1   Potential DoS or Depletion-of-Battery (DoB) attacks to UAV
[bookmark: _Hlk148361049][bookmark: _Hlk148361292]3GPP has introduced UAS features since release 17. However, the following potential security issue should be studied in SA3 to ensure the safety and security of UAV operations.   
An UAV is defined in 3GPP as a 2-in-1 device, i.e. an UAV can be seen as a UE with normal SIM as well and it may have two different services at the same time: UAV services and non-UAV services. The QoS of UAV services may not be met if other non-UAV services occupy too much network resources. Also, it seems to be possible that an attacker UE can initiate non-UAV services maliciously. For example, an attacker can initiate a new PDU sessions with a UAV and send large amount of data (video/unrelated files etc) to exhaust UAV’s network resources or deplete its battery. 


In addition, an attacker could also initiate control signalling to exhaust UAV’s network resources or deplete its battery. In both cases it may cause hazards and safety concerns if not protected properly.
[bookmark: _Hlk148361641]Observation 1: Its worthwhile to investigate whether such a DoS attack or DoB attack is feasible, i.e. whether it may cause safety/security issues to the operations of UAVs or degrade the QoS/QoE of UAV services, especially when the UAV is in mission.
[bookmark: _Hlk157613574]3.2   Potential UAV Phase 3 enhancements
[bookmark: _Hlk157613627][bookmark: _Hlk157608916]A new Rel-19 SID was approved [1] with three work tasks as follows. 
[bookmark: _Hlk157613727][bookmark: _Hlk157613697]-	WT#1: Based on SA1 requirements and input from aviation fora, study whether and how to enhance NEF services to support service exposure and interactions between MNOs and UTM functions for i.e. pre-mission flight planning, in-mission flight monitoring, C2 communication reliability, interfacing with UTM (e.g. supporting the scenario of multiple USS serving the geographical areas corresponding to UAV flight path).
-	WT#2: Based on SA1 requirements, study whether and how to enable network-assisted/ground-based mechanism for DAA (Detect And Avoid) that leverages information collected and generated in the 5GS, including whether and what new information is needed.
NOTE 1:	The solution shall co-exist with and leverage, to the extent possible, Direct DAA solutions considered in Release 18.
NOTE 2:	Sensing related information is out of scope of this study.
-	WT#3: Study how to support no-transmit zones for UAVs.
The security aspects which were stated in the SID SA3 are supposed to be addressed in SA3.
As of the start of the meeting, SA2 has progressed with the architecture assumptions/requirements and three key issues approved in its study report [2].
Observation 3: SA3 should investigate whether any potential security issues and provide solutions if needed. 
4	Detailed proposal
[bookmark: _GoBack]It is proposed to study potential security enhancements to UAS in R19 as in S3-240422. 
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